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AGENCY:  Office of Foreign Assets Control, Treasury.

ACTION:  Notice.

SUMMARY: The U.S. Department of the Treasury’s Office of Foreign Assets Control 

(OFAC) is publishing the names of one entity that has been placed on OFAC’s Specially 

Designated Nationals and Blocked Persons List based on OFAC’s determination that one 

or more applicable legal criteria were satisfied.  All property and interests in property 

subject to U.S. jurisdiction of this entity is blocked, and U.S. persons are generally 

prohibited from engaging in transactions with it.  Additionally, OFAC is publishing 

updates to the identifying information of one entity currently included on the SDN List.  

All property and interests in property subject to U.S. jurisdiction of this entity remains 

blocked, and U.S. persons are generally prohibited from engaging in transactions with it.    

DATES:  See Supplementary Information section for applicable date(s).

FOR FURTHER INFORMATION CONTACT:  OFAC:  Andrea M. Gacki, Director, 

tel.: 202-622-2490; Associate Director for Global Targeting, tel.: 202-622-2420; 

Assistant Director for Licensing, tel.: 202-622-2480; Assistant Director for Regulatory 

Affairs, tel.: 202-622-4855; or the Assistant Director for Sanctions Compliance & 

Evaluation, tel.: 202-622-2490.

SUPPLEMENTARY INFORMATION:

Electronic Availability

This document is scheduled to be published in the
Federal Register on 05/11/2022 and available online at
federalregister.gov/d/2022-10087, and on govinfo.gov



The Specially Designated Nationals and Blocked Persons List and additional information 

concerning OFAC sanctions programs are available on OFAC’s website 

(https://www.treasury.gov/ofac).

Notice of OFAC Actions

A. On May 6, 2022, OFAC determined that the property and interests in property subject 

to U.S. jurisdiction of the following entity is blocked under the relevant sanctions 

authority listed below.

Entity:

1. BLENDER.IO (a.k.a. @BLENDERIO_ENGLISH; a.k.a. 
@BLENDERIO_RUSSIAN; a.k.a. @MADEAMAZE_BOT; a.k.a. 
BLENDERIO); Website https://blender.io; alt. Website https://blender.to; alt. 
Website 
http://blenderjkul472odyrnpmnirqgpzd3kms54jrrfycledrvvfbyj3wnqd.onion/; 
Email Address blender.io@tuta.io; alt. Email Address adblenderio@tuta.io; 
Digital Currency Address - XBT 3K35dyL85fR9ht7UgzPfd1gLRRXQtNTqE3; 
alt. Digital Currency Address - XBT 
3Q5dGfLKkWqWSwYtbMUyc8xGjN5LrRviK4; alt. Digital Currency Address - 
XBT 3EPqGUw2q89pwPZ1UF8FJspE2AyojSTjdu; alt. Digital Currency Address 
- XBT 3LhnVMcBq4gsR7aDaRr9XmUo17CuYBV4FN; alt. Digital Currency 
Address - XBT 3F6bbvS1krsc1qR8FsbTDfYQyvkMm3QvmR; alt. Digital 
Currency Address - XBT 3JHMz3mTna1gVCZSPp8NgRFiY7phkv5mA8; alt. 
Digital Currency Address - XBT 
32DaxSzUhLBHY2WGSWQYiBSHnRsfQZrrRp; alt. Digital Currency Address - 
XBT 3MTRvM5QrYZHKo8gh5qKcrPK3RLjxcDCZE; alt. Digital Currency 
Address - XBT 34pFGsSYbWEritXncW9unZtQQE9dKSvKku; alt. Digital 
Currency Address - XBT 38ncxqt932N9CcfNfYuHGZgCyR85hDkWBW; alt. 
Digital Currency Address - XBT 3F6bbvS1krsc1qR8FsbTDfYQyvkMm3QvmR; 
alt. Digital Currency Address - XBT 
3MD3riFB6U8PykypF6qkvSj8R2SGdUDPn3; alt. Digital Currency Address - 
XBT 3JUwAS7seL3fh5hxWh9fu3HCiEzjuQLTfg; alt. Digital Currency Address 
- XBT 3EUjqe9UpmyXCFd6jeu69hoTzndMRfxw9M; alt. Digital Currency 
Address - XBT 3QEjBiPzw6WZUL4MYMmMU6DY1Y25aVbpQu; alt. Digital 
Currency Address - XBT 3N3YSDvp4cbhEgNGabQxTN39kEzJmwG8Ah; alt. 
Digital Currency Address - XBT 3J19qffPT6mxQUcV6k5yVURGZtdhpdGr4y; 
alt. Digital Currency Address - XBT 
33KKjn4exdBJQkTtdWxqpdVsWxrw3LareG; alt. Digital Currency Address - 
XBT 3GSXNXzyCDoQ1Rhsc7F1jjjFe7DGcHHdcM; alt. Digital Currency 
Address - XBT 3QJyT8nThEQakbfqgX86YjCK1Sp9hfNCUW; alt. Digital 
Currency Address - XBT 35hh9dg3wSvUJz9vFk1FsezLE5Fx3Hudk2; alt. Digital 
Currency Address - XBT 3NDzzVxiLBUs1WPvVGRfCYDTAD2Ua2PvW4; alt. 
Digital Currency Address - XBT 
3DCCgmyKozcZkFBzYb1A2x8abZCpAUTPPk; alt. Digital Currency Address - 



XBT 3MvQ4gThF4mmuo49p4dBNchcmFHBRZnYfx; alt. Digital Currency 
Address - XBT 3FBgeJdhiBe22UoSpp51Vd8dPHVa2A4wZX; alt. Digital 
Currency Address - XBT 3HQDRyzwm82MFmLWtmyikDM9JQEtVT6vAp; alt. 
Digital Currency Address - XBT 31t4nEpcwyQJT1VuXdAoQZTT5givRDPsNP; 
alt. Digital Currency Address - XBT 
39AALn7eTjdPzLb99hHhD6F7J8QWB3R2Rd; alt. Digital Currency Address - 
XBT 3LDbNuDkKmLae5r3a5icPA5CQg2Y8F7ogW; alt. Digital Currency 
Address - XBT 3JLyyLbwciWAC6re87D7mRknXakR4YbnUd; alt. Digital 
Currency Address - XBT 3ANWhUnHujdwbw2jEuGSRH6bvFsD9BqEy9; alt. 
Digital Currency Address - XBT 32fbAZMTaQxNd2fAue1PgsiPgWfcsHBQQt; 
alt. Digital Currency Address - XBT 
3HupEUfKmMhvhXqf8TMoPAyqDcRC1kpe65; alt. Digital Currency Address - 
XBT 34kEYgpijvCmjvahRXXQEnBH76UGJVx2wg; alt. Digital Currency 
Address - XBT 3GYbbYkvqvjF5oYhaKCgQYCvcVE1JENk6J; alt. Digital 
Currency Address - XBT 3BazbaTP8ELJUEfPBV9z5HXEdgBziV9p7W; alt. 
Digital Currency Address - XBT 
3GMfGEDYMTq9G8dEHet1zLtUFJwYwSNa3Y; alt. Digital Currency Address - 
XBT 38LjCapRrJEW7w2zwbyS15P9D9UGPjWS44; alt. Digital Currency 
Address - XBT 36XqYWGvUQwBrYLRVuegN4pJJJSPWL1WEu; alt. Digital 
Currency Address - XBT 37g6WgqedzZx6nx51tYgssNG8Hnknyj5nL; alt. Digital 
Currency Address - XBT 3QAdoc1rDCt8dii1GVPJXvvK6CEJLzCRZw; alt. 
Digital Currency Address - XBT 32PsiT8itBrEF84ebdaF82yBUEcz5Wc6uY; alt. 
Digital Currency Address - XBT 
3B4G1M8eF3cThbeMwhEWkKzczw9QoNTGak; alt. Digital Currency Address - 
XBT 34ETiHfQWEYFCCaXmEeQWVmhFH5vz2JMvd; alt. Digital Currency 
Address - XBT 3PyzSbFj3hbQQjTzDzyLSgvFVDjB7yw4Cj; alt. Digital 
Currency Address - XBT 15PggTG7YhJKiE6B16vkKzA1YDTZipXEX4; 
Organization Established Date 2017 [CYBER2].

Designated pursuant to section l(a)(iii)(B) of Executive Order (E.O.) 13694 of 
April 1, 2015, “Blocking the Property of Certain Persons Engaging in Significant 
Malicious Cyber-Enabled Activities”, 80 FR 18077, 3 CFR, 2015 Comp., p. 297, 
as amended by Executive Order 13757 of December 28, 2016, “Taking 
Additional Steps to Address the National Emergency With Respect to Significant 
Malicious Cyber-Enabled Activities”, 82 FR 1, 3 C.F.R., 2016 Comp., p. 659 
(E.O. 13694, as amended) for having materially assisted, sponsored, or provided 
financial, material, or technological support for, or goods or services to or in 
support of, an activity described in section 1(a)(ii) of E.O. 13694, as amended.

B. On May 6, 2022, OFAC updated the entry on the SDN List for the following entity, 

whose property and interests in property subject to U.S. jurisdiction continues to be 

blocked under E.O. 13722 of March 15, 2016, “Blocking Property of the Government 

of North Korea and the Workers' Party of Korea, and Prohibiting Certain 

Transactions With Respect to North Korea.”.

Entity:



1. LAZARUS GROUP (a.k.a. “APPLEWORM”; a.k.a. “APT-C-26”; a.k.a. 
“GROUP 77”; a.k.a. “GUARDIANS OF PEACE”; a.k.a. “HIDDEN COBRA”; 
a.k.a. “OFFICE 91”; a.k.a. “RED DOT”; a.k.a. “TEMP.HERMIT”; a.k.a. “THE 
NEW ROMANTIC CYBER ARMY TEAM”; a.k.a. “WHOIS HACKING 
TEAM”; a.k.a. “ZINC”), Potonggang District, Pyongyang, Korea, North; Digital 
Currency Address - ETH 0x098B716B8Aaf21512996dC57EB0615e2383E2f96; 
Digital Currency Address - ETH 
0xa0e1c89Ef1a489c9C7dE96311eD5Ce5D32c20E4B; Digital Currency Address 
- ETH 0x3Cffd56B47B7b41c56258D9C7731ABaDc360E073; Digital Currency 
Address- ETH 0x53b6936513e738f44FB50d2b9476730C0Ab3Bfc1; Secondary 
sanctions risk: North Korea Sanctions Regulations, sections 510.201 and 510.210; 
Transactions Prohibited For Persons Owned or Controlled By U.S. Financial 
Institutions: North Korea Sanctions Regulations section 510.214 [DPRK3]. 

-to-

1. LAZARUS GROUP (a.k.a. “APPLEWORM”; a.k.a. “APT-C-26”; a.k.a. 
“GROUP 77”; a.k.a. “GUARDIANS OF PEACE”; a.k.a. “HIDDEN COBRA”; 
a.k.a. “OFFICE 91”; a.k.a. “RED DOT”; a.k.a. “TEMP.HERMIT”; a.k.a. “THE 
NEW ROMANTIC CYBER ARMY TEAM”; a.k.a. “WHOIS HACKING 
TEAM”; a.k.a. “ZINC”), Potonggang District, Pyongyang, Korea, North; Digital 
Currency Address - ETH 0x098B716B8Aaf21512996dC57EB0615e2383E2f96; 
alt. Digital Currency Address - ETH 
0xa0e1c89Ef1a489c9C7dE96311eD5Ce5D32c20E4B; alt. Digital Currency 
Address - ETH 0x3Cffd56B47B7b41c56258D9C7731ABaDc360E073; alt. 
Digital Currency Address - ETH 
0x53b6936513e738f44FB50d2b9476730C0Ab3Bfc1; alt. Digital Currency 
Address - ETH 0x35fB6f6DB4fb05e6A4cE86f2C93691425626d4b1; alt. Digital 
Currency Address - ETH 0xF7B31119c2682c88d88D455dBb9d5932c65Cf1bE; 
alt. Digital Currency Address - ETH 
0x3e37627dEAA754090fBFbb8bd226c1CE66D255e9; alt. Digital Currency 
Address - ETH 0x08723392Ed15743cc38513C4925f5e6be5c17243; Secondary 
sanctions risk: North Korea Sanctions Regulations, sections 510.201 and 510.210; 
Transactions Prohibited For Persons Owned or Controlled By U.S. Financial 
Institutions: North Korea Sanctions Regulations section 510.214 [DPRK3].

Dated: May 6, 2022.

Andrea M. Gacki,

Director,

Office of Foreign Assets Control,

U.S. Department of the Treasury.
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